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1.
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Jic & DHCP Hiuhil-it
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(3) FE T DHCP Hihitits 1 2%
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1.j8 50/ DHCP R4 IhEE

i
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service dhcp

no service dhcp

J3%) DHCP fli4s 8o b 4k ohfit .
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2.F. & DHCP Huhikith

(1) G/ kR DHCP Hihkih

PANA
HD/?\

i RE

4 Jaj e B AR

ip dhcp pool <name>

W E. DHCP Hiuhil-ith . A4 1) no #RAEMIER

no ip dhcp pool <name> DHCP Hihkith,
(2) i 'E 57 DHCP Hulikith (¥ 251

e il RE

DHCP itk jth i & 5 X

network-address <network-number>

[mask | prefix-length]

no network-address

T B b Bk AT 3 T A M HE YO o AS A S 1
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default-router
[addressl[address?2]...address8]]]
no default-router

Jy DHCP % P HLEC & 8 W . A4 )
no EEVEMIBR B W ¢,

dns-server
[addressl[address?2|...address8]]]
no dns-server

4 DHCP % L & DNS 448 . Adir s
] no $AEMFRBL & ) DNS IR45 %5 .

domain-name <domain> Jy DHCP & 7 HUAC Bk 4 s Adir 211 no
no domain-name YE 9 BSR4 o

netbios-name-server
[addressl[address?2|...address8]]]
no netbios-name-server

B E Wins IS se il . A4 1) no
VR 1K 55 B4 i b

netbios-node-type
{b-node|h-node|m-node|p-node|<type | A& DHCP & /LAY miEA. ARdr i

-number>} no #AEMIER DHCP 2 P LI 5 R AL,

no netbios-node-type

bootfile <filename> i & DHCP % U HLI I B I (1) A SO 44
no bootfile A A A1) no BAEMIER HAAE .

next-server
[addressl[address?2|...address8]]]
no next-server
[addressl[address?2|...address8]]]

P E 25 ) L N ST TR AR 55 i itk o AR
i no FAEMIER LS A SCAEAF IR
Hi 55w ik o

option <code> {ascii <string> | hex BiE option Jra e A5 1) 19 45 Z 5 1) ME -

<hex> | ipaddress <ipaddress>} A4 1) no #AEMER option JiTd& & AU 1)
no option <code> W 28 ZHUE

lease { days [hours][minutes] |

e s 1kt e b ik P RE T B o A iy 4 0
no A B bt k-t o bk A T SHT R

infinite }

no lease

max-lease-time {[<days>] [<hours>]

Pl 5t bt e PR e A B PR A &
(¥ no ARy AL B H -

[<minutes>] | infinite }

no max-lease-time

4 Je i AR

ip dhcp excluded-address

<low-address> [<high-address>] HeBR Mottt o (A H T80 20 i sk o A
no ip dhcp excluded-address T2 ) no BRAEMIBR A .

<low-address> [<high-address>]

(3) [E T T DHCP skt [ =%k

i % e

DHCP Hb il fic B A
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hardware-address
<hardware-address> [{Ethernet | FET o Mok i, i e A B3 FH 7 e B A
IEEE802|<type-number>}] Hudl.

no hardware-address

host <address> [<mask> | T T bl BB L e

FHLR R 1P Mk

<prefix-length>]

no host
client-identifier <unique-identifier> TETF TG0 ki, Fig e A B FH = (i —
no client-identifier PRI

3. BB F Ik R H &) e

i it RE
2Rl E AR
ip dhcp conflict logging FTFFI5C ] DHCP I 45 s fsnill b ik pwh 52 1) H
no ip dhcp conflict logging H e,
FEBUT Sl E A

_ , I 3 B 46 k3 5 £330 355 4 5 ko
clear ip dhcp conflict <address | all> i

1.3 DHCPH4kfi &

21 DHCP % ' HL A1 DHCP iR &5 28 ANTE Rl — N B, i DHCP "4k 443 DHCP 41 3.
4T DHCP 4k ThRE M LF Ab AN A FEAS W B AR ¥ & DHCP %543, [F]—/> DHCP 55 4%
AT LCHIRZAS TR % PR BE MBI B 28, BRI T oA 7 T B,

Discover

g Discover o
P Offer P Offer -
Reauest g Reauest g
P Ack P Ack -
DHCP CLIENT DHCP Relay DHCP SERVER

K 1-2 DHCP 14k
W EEI 7R, DHCP % HLFI DHCP i 45 ds AE—ANM 4% N, DHCP 2/ LTI SR 1A
DHCP I/, (HIG T DHCP 4k (1) Kk Difig:
1. ¥ 58 ) # DHCPDISCOVER R 3¢, DHCP 4k #: i 2 & 7 ML) # 1)
DHCPDISCOVER &, {EIIRCH P ab AR BAb N 7 O 1P Ml J5 6 ke 45
/€ 1) DHCP 45 %% (45 2% DHCP Wik% s\ r 2% RFC2131);
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2. DHCP Ji 4544 B2k DHCP mh4k#% % () DHCPDISCOVER Ji, i M 4% e &
Z¥/f) DHCPOFFER 3 £ ik DHCP "4k K i%4y DHCP % /' Hl;

3. DHCP & /' flikH—/> DHCP lx45#%, |~ # DHCPREQUEST 3¢, DHCP 14kt
PR S % 2 DHCP filigs- 45

4. DHCP Jilk 45 #3Wi 2) DHCPREQUEST J5, [H] DHCPACK 3041 DHCP 14k kit
5 DHCP % ' Hl.

DHCP 4k il B AT45 )7 51 F -
1. Ji%h DHCP 4k
2. Bt DHCP k%) DHCP | #i 4l 3C

1.J53 DHCP H14k
e iR
A e AR
service dhcp 7E )3 5) DHCP JIk 55 % Dy Ge 1) [ it f5 3 1
no service dhcp DHCP 114k

2. BB DHCP 4k DHCP | #&R 3C
e fiRE
4 R C AR

ip forward-protocol udp bootps
no ip forward-protocol udp | F14k# Kk UDP b [1°5 4 67 [f) DHCP ] #&#3C.
bootps

Fz 0 e B A K
ip helper-address <ipaddress> 7€ DHCP 4L K 1¥ H b 1P Hhulik; Ad 41
no ip helper-address <ipaddress> | no 44 PUH XL E -

1.4 DHCPEZ B %445

K 1.

YRR W A B ORI P I B A, I A DB AN S DHCP R4S # . H:
Admin VLAN [¢] IP #shik 4 10.16.1.2/24. FHorp 2w /b 9 X R Ap A 2y e 7 A . B it
PEERy, A, B Hb M ELE N .

PoolA(network 10.16.1.0) PoolB(network 10.16.2.0)

W IP ikt W IP ikt

HSAEPS 10.16.1.200 HSAEPS 10.16.2.200
10.16.1.201 10.16.2.201

DNS fli%5 4 10.16.1.202 DNS fli%5# 10.16.2.202

Wins fili %5 % 10.16.1.209 WWW Jliz %5 2% 10.16.2.209
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Wins [P 5288 | H-node

Lease 3R Lease 1K

Hrpde A KL, B TARMTEE, Rl —& MAC HilikJh 00-03-22-23-dc-ab L3S 73 i [
SE MY IP Hull 10.16.1.210, #7444 management.

Switch(config)#service dhcp

Switch(config)#interface vlan 1

Switch(Config-if-Vlan-1)#ip address 10.16.1.2 255.255.255.0
Switch(Config-if-Vlan-1)#exit

Switch(config)#ip dhcp pool A

Switch(dhcp-A-config)#network 10.16.1.0 24

Switch(dhcp-A-config)#lease 3

Switch(dhcp-A-config)#default-router 10.16.1.200 10.16.1.201
Switch(dhcp-A-config)#dns-server 10.16.1.202
Switch(dhcp-A-config)#netbios-name-server 10.16.1.209
Switch(dhcp-A-config)#netbios-node-type H-node

Switch(dhcp-A-config)#exit

Switch(config)#ip dhcp excluded-address 10.16.1.200 10.16.1.201

Switch(config)#ip dhcp pool B

Switch(dhcp-B-config)#network 10.16.2.0 24

Switch(dhcp-B-config)#lease 1

Switch(dhcp-B-config)#default-router 10.16.2.200 10.16.2.201
Switch(dhcp-B-config)#dns-server 10.16.2.202

Switch(dhcp-B-config)#option 72 ip 10.16.2.209

Switch(dhcp-config)#exit

Switch(config)#ip dhcp excluded-address 10.16.2.200 10.16.2.201

Switch(config)#ip dhcp pool Al

Switch(dhcp-Al-config)#host 10.16.1.210

Switch(dhcp-Al-config)#hardware-address 00-03-22-33-dc-ab
Switch(dhcp-Al-config)#exit

3RS -

*1ff DHCP/BOOTP Client ¥E#EAEACHMLKIE T VLANL 35 i, % Client 2 REIREUS T
10.16.1.0/24 W Bt (¥t i AN i GEFRIEL 10.16.2.0/24 9 Bt (1 ik . K24 Client & H1F) 376
KA VLAN 3 5, 2 5 VLAN 42 E/E— AN RUBL 1P Mk, ALY
VLAN #1111 1P #idik >l 10.16.1.2/24, Bt Client H1i £ 1P Hihil & 10.16.1.0/24 M B
47 DHCP/BOOTP Client ¥ H1i#5 ] 10.16.2.0/24 M Bffidthik, i% Client % H ) #& .4 h
B R SR AL 22 10.16.2.0/24 BB o 47 B NATHA LR X 10.16.2.0/24 Huhikithfr) 1P Huhi:,
WS S SRR 1% Client ™ 5¢ 2 A2 HAL I AT IA 1 o

E5 2:
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=

DHCP Client E1/0/1 E1/0/2 y
g} 10\ 1201 1 1!'\111/
DHCP Client DHCP Relay
DHCP Server
DHCP Client

1-3 DHCP Relay [it. &

WE PR, BLE Switch Jy DHCP 14k, DHCP 2%ty 10.1.1.10, WECE QiR -
Switch(config)#service dhcp

Switch(config)#interface vlan 1

Switch(Config- if-Vlanl)#ip address 192.168.1.1 255.255.255.0

Switch(Config- if-Vlanl)#exit

Switch(config)#vlan 2

Switch(Config-VIan2)#exit

Switch(config)#interface Ethernet 1/0/2

Switch(Config-If-Ethernet1/0/2)#switchport access vlan 2
Switch(Config-If-Ethernet1/0/2)#exit

Switch(config)#interface vlan 2

Switch(Config-if-Vlan2)#ip address 10.1.1.1 255.255.255.0

Switch(Config-if-Vlan2)#exit

Switch(Config)#ip forward-protocol udp bootps

Switch(config)#interface vlan 1

Switch(Config-if-Vlan1)#ip helper-address 10.1.1.10

Switch(Config-if-Vlan1)#exit

TR K E &4 ip forward-protocol udp bootps A1 ip helper-address
<ipaddress> 4i &Ml ip helper-address HAedE = JZui 1 FECE, ANAEEFEAE 2
HMERCE.
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1.5 DHCPH4EH B

DHCP % HLICIESRAS 1P Ml e M 48 240, Erfi{f DHCP 2% ) HLEEf: . 288055

A RERHTEE T, A n] ReAE R I DO SR g oy ik

o YA DHCP RS # 2 6 CAsh, #A R, @BUAsHXN DHCP g4 #
DHCP % HURTIR S5 B ANE [ — AN BRI 25 v, 6 2 v 0] 97 5 46 . DHCP 4R SC %
AT H 2% DHCP gk )fE. #5hik th 2 A H & DHCP h4kThfe, g i dfdsi i n)
(1) i Hh i VBT AR OAS, A H 4% DHCP 4k D

o M P IWRE GRS 2 DHCP & P NS b, IS ANE] 1P bk, &3
KRG HLE R DHCP Server W2 5484l VLAN 452 F7E—N W By kv, 4
BT S 12 99 B 1 kv 5

o {E DHCP filR45H, & 1Pl 5F TR0 1P kb iyt 2 0 ), B an A
—AMEEB AT A4 network R4 host I, HAET—ANER, IF HAET Tk
ANk Y HBERCE X IP-MAC 18658, W TR @I 20k, v 2 AT
Tk, e SIECE IP-MAC IR, 15 AL [A) — Mk i pA 5 1 i
SR N E .
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B/2E DHCPv6 L E
2.1 DHCPv6 fﬁa’i'

DHCPV6 /2224 LEHLEL E HMX (DHCP) [ IPV6 fitA, HhildEA ML RFC3315 &
X.. DHCPV6 Iz 453 #] LL 1) DHCPV6 % 7 3iii 73 e IPV6 Hidik LA Az DNS ik Fila 4 45 e & 2
$e. HXTT IPV6 TR HIHE A E MY, DHCPVE J& TR iR bl [ )i & il
RS H ML B S, DHCPV6 JIRS5 #4570 Bie— AN 582411 IPve Hulikgs 4L, JF424E DNS
HbdiE AN AL S5 I A AR R, X e A AT R T 4R A DHCPV6 3L, i s 28 iRk %
ARAEIE AN 1PV6 b Bl 2 7 b 1) 0 0 O R SRAE S, MITT Y i T 19 4% 1) T A B
DHCPV6 Il %5 #5 th e F i T0 IR A DHCPV6 fils5, RIANAMIC IPV6 Mk, A7 n] FHLF2 it DNS
HiUHE A 47 A A B R, ATTANE T IPV6 TR ALk [ Shit & 1Bk : DHCPV6 1Y
eIt T DHCPV6 B AR R Dhe, bl a8 vl L F 320 R B s 2 R bk 4
MITSEIL T 2 A M 25 FR B vh IPv6 HulE(f) 2k, Ao B4R LR (ISP) ¥ 1PV6 19
2830 )

DHCPV6 i SCHH T2 it TR 4kAREL 5 IR 55 4 =& 2 WIS, LA5E /% DHCPV6 (1)1
WATH . DHCPV6 #R3CK# T UDP thiXZ I, DHCPV6 %/ uifiifil UDP i1 547 [a]
DHCPV6 JIi 55 2% ol 1 4k AR B A 24375 SR 4R 3¢, DHCPV6 JIR 55 2% A1 b 4k AR B4 ] UDP it 11 546
1] DHCPV6 %% /' iy 5 1% N 274 3C . DHCPV6 %% /- i il FH [T 7 DHCP 4k AR Il 25 75 2 7%
Hhhk(FFO2::1:2) K i% e 454 & I (Solicit) 5l 15 3K (Request) i 5. B SEIL R R an T

Solicit (Muticast)

<«——Advertise (Unicast) —
Request (Muticast) . ﬁ

Reply (Unicast)
«——Reply ( ) DHCPv6 SERVER

DHCPv6 CLIENT

Kl 2-1 DHCPV6 Wil Az Hid i
2 DHCPV6 % )" it [ 47 T 7] — 4 4 ) DHCPV6 %45 %1 K0 IPv6 ik DL 3 Heg e
ESHUN, R i S N FE R A G RS, AR AR I IR 4% i SR 2 il M G e
Bl B S50
1. {EEALIRS 2, 20 T DHCP i gkAQHUNI RS e £ #E il (FF02::1:2)
K SOLICIT 7 EA B K I A 1 ¥ DHCPV6 4545 -
2. ATATRERS I 2 %I R MRS #5482 kit —A~ ADVERTISE 4 B4 % i, Lty
Tl oy L C B AR R DA S IR S5 4 1 B3 b R (DUID) FZ IR 55 2 AR SE (AR R
3. & i Al REHRC R 2 AN KRR I T S, AR A SR (Wi R AR 2% A L S (B
HL SR B e B IR 55 48 ) I B b — AN IR 45488, ARG ik e Ik 4544 ik REQUEST
T SV SR AR 25 4% 0 Bl 75 11 1Pve Bk RIL & L E S50
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4, PEFEII RS2V LA REPLY W2, HH &l IPve dutikFidl e i & 24,
7% P E] REPLY 31 S SR B bk RTC B 2 8058 i DHCPV6 Bt AL 4%

WL BEPUAS SRR, SERsh A0 ENECE PGt R, Han . DHCPve s 2% Al
DHCPV6 & ] HIAAHAL Y, i 45# & iAW R % LUK H (1) DHCPVE 2 4Rk 0, BRIbRSS
A AL S HLUKIEATAT DHCPVE 30, XM 5% DHCPV6 14k A IR FL K X 4t
DHCPV6 ] 3, 5¢/ DHCPV6 & ;LA 554 2 1] 1) DHCPV6 i SC A8 Hoad .

LHHUSZIL T DHCPV6 I 45 %% . DHCPV6 H 4k ¥ 1 B Fl DHCPV6 R 284 HE %5 - ity L it o
H kAR BT SR B % ) DHCPVG W, SEBiE 2% Relay-forward RS0 &4
DHCPV6 JiRZ5# ok F— A4k, k454018 f¥ DHCPV6 i B #3345 Relay-reply Rk
ALY DHCPV6 4k ARHEEYY s, ARACEEY AT PR fe b — 2 h 4k 2% J5 T 4% K 4% DHCPV6
P R AN RAREE, T 58 S i IR 55 s TRV TELA

DHCPv6 i A2 (Prefix Delegation)HLiilH, Fi M 4% % tH 2% (PE) JH 3)) DHCPV6 k55
#, N4 83 (CPE) A 3)) DHCPV6 HiZACEEE ) bi. LI 1 Ui D90 4% i Fh 8 AN T 22 7
F AR5 P MBS 1R 1PV HBMERTEE, e AT Ll M 4% % h as 5t av g o e i, 1
e I 255 B8 (5 T DA I 6 0 () Mk R R &5 UK A . 3 Z MR SCAE H 5 DHCPV6
Hbdik 2y P ) AR AR SRS R U % bl AR A SRAS I AT SR (— T S B /N T 64) 1 —20 B B4 4y
J 64 RS T I N B, FE40 53 (1 ik w7 8 P08 1 Hh A 2 (RA) 2 5 L L& 1Y
P b, SEBLENLHRE A ZhECE, NI SE BN 2R G2 K A )R

2.2 DHCPV6 R4S 23H0 &

DHCPV6 il 45w lic B AT 45 P41 R .
1. Jash/55H DHCPV6 %%
2. [ii® DHCPv6 Hutikith

(1) BIEE/ES: DHCPV6 Hihlit:

(2) ‘& DHCPV6 Hulil-ith (12 %%
3. {FR:0 FJE3) DHCPV6 RS 24 Thfik

1.J8 50155 DHCPV6 IR%
i fif R
A Jay e AR

service dhcpv6

JE & DHCPV6 JIli%% .

no service dhcpv6

2.t & DHCPV6 Hihkith
(1) GIE/MNE: DHCPV6 Hiikit
me fift BE

4 Jaj e B AR
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ipv6 dhcp pool <poolname>
(PYE ANER POOTSP L DHCPV6 M.
no ipv6 dhcp pool <poolhame>

(2) fii'E DHCPv6 Hitik it [r) 224k
e fif R
DHCPV6 i1l b fic & 4 5

network-address

<ipv6-pool-start-address>
{<ipv6-pool-end-address> | | BcE bkt v 40 BE i 1Pv6 ik v .
<prefix-length>} [eui-64]

no network-address

dns-server <ipv6-address>
PY %5 DHCPV6 7% /" HLEC 7 DNS {45 4 bt
no dns-server <ipv6-address>

domain-name <domain-name> .
, , ) DHCPV6 2 /" fLIC B34 o
no domain-name <domain-name>

excluded-address <ipv6-address> HeBr bkt o AN T2 A& EC ) IPve

no excluded-address <ipv6-address> | ik

lifetime <valid-time> infinit
t | YH] Wi DHCPV6 Hikithahds 4 i ok s
{<preferred-time> | infinity}

b A7 .
no lifetime

3. e 0 _E B3 DHCPV6 R4-25Th A8
S il RE
2 L B R

ipv6 dhcp server <poolhame>
[preference<value>] [rapid-commit] | fEF5ERE I [)53) DHCPV6 k45 #x1IkE,
[allow-hint] FE4 e 4§ 1Y) DHCPv6 Mtk .

no ipv6 dhcp server <poolname>

2.3 DHCPv6 4k HEEE

DHCPv6 F 4k A fic B AT 45 P 510 a0 T
1. JE3h/55H DHCPV6 k4%
2. {EE: FECE DHCPV6 4kt

1.J53) DHCPV6 %
T i ¢
4 Jay e A

service dhcpv6

Ja %) DHCPV6 Jilt%% .

no service dhcpv6
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# 2% DHCPV6ELE

24F#:0 _FAdE DHCPv6 483
T2 R
o E s
ipv6 dhcp relay destination

{[<ipv6-address>]
{<interface-name> | vlan <1-4096>}]}
dhcp
{[<ipv6-address>]

no ipvé6

{ <interface-name> | vlan <1-4096>}]}

[interface

relay destination

[interface

feE DHCPV6 "h4k#e k) H bk, A
AT 1 no FAE N U I AC E -

2.4 DHCPv6 BRI R & 28 inAC B

DHCPV6 R Z3A BN 45 2 i lC AT 45 7 40 an T

1.  JazhI% ] DHCPV6 k%
2. ECEAH[TSOh
3. [ii# DHCPv6 Hutilith
(1) GIZE/MHER DHCPV6 ikt

(2) Jii® DHCPv6 Hbhik- i FH ) AC HE fir 4% ik

(3) MEHSRERHRI E
(4) Pil'® DHCPv6 Hilil-ith & 25

4. {EB:0 LS %) DHCPV6 FiZACHE R4 4L Tl fig

1.J83h/55 DHCPv6 iR%

PANA
HD/?\

i RE

4 Jaj e B AR

service dhcpv6

no service dhcpv6

JA %) DHCPV6 Jilt%% .

2. EARHES T

PN
ir &

iR

4 Jaj e B AR

ipv6 local pool <poolname>

<prefix/prefix-length>

<assigned-length>

no ipv6 local pool <poolhame>

[N RAEE NI TR

3.icE DHCPv6 Hihks
(1) G/ DHCPV6 Hidikith
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s i
A JHRLERER

ipv6 dhcp pool <poolname>

fic & DHCPv6 Huhilith.,
no ipv6 dhcp pool <poolhame>

(2) B E DHCPV6 il yib A5 B 4 B 1T 25 i
e fiF R
DHCPV6 i1l b fic & A =

prefix-delegation pool <poolhame>

e o o
llifetime  {<valid-time> | infinity} | o oo by i 1 1 0 3 3,

<preferred-time> | infinit NI o .
{<p | infinity}] MR A T T 4848

no prefix-delegation pool

<poolname>
(3) BEBFSIRTHYE

s iz

DHCPV6 i1l it B A5

prefix-delegation
<ipv6-prefix/prefix-length>

<client-DUID> [iaid <iaid>] [lifetime

{<valid-time> | infinity} | ¥8:€ IPv6 I AN gis K2/ i eh A 4%
{<preferred-time> | infinity}] JE o
no prefix-delegation

<ipv6-prefix/prefix-length>
<client-DUID> [iaid <iaid>]

(4) [it'E DHCPv6 Huhil-ih HiAh 244
S fif B
DHCPV6 i1l b fic & 4 5,

dns-server <ipv6-address>

&) DHCPV6 % /' HLAL & DNS g% de bk
no dns-server <ipv6-address>

domain-name <domain-name> .
73 DHCPV6 %% )7 HLAC B 842 -

no domain-name <domain-name>

4. fE¥:0 L )33 DHCPV6 fR& 25068

i il RE
2 0 e AR K

ipv6é dhcp server <poolhame>
[preference <value>] [rapid-commit] | fEF7E# T FJ53) DHCPV6 liss#s Uike,
[allow-hint] FEY8 e 1 1Y) DHCPV6 Hutikith .

no ipv6 dhcp server <poolname>
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2.5 DHCPV6 BiRREE F imit B

DHCPV6 Hif A% F i e B AT 45 7 41 4 h
1. J33II5CH DHCPV6 %%

2. A LG5 DHCPV6 RS EI% /i D) fig
1.J835h/%H DHCPv6 R4

i il B¢
A e AR

service dhcpv6

JE & DHCPV6 JIli%5 .

no service dhcpv6

2. ZE8:0 L8 3) DHCPV6 BRI Z R Th e
T4 iR
% 11 B A

ipv6 dhcp client pd <prefix-name>

FEFR € 45 1 LA 2% b Ar S AR IR K Th

rapid-commit e NN . .
[rap ] e, RIS T I T80 40 SR

no ipv6 dhcp client pd

2.6 DHCPvV6 Ji & %4451

R 1.

PR B4 1PV6 AL I, 58 F 4 T T I 45 28 0EAT IPV6 Mk () 48— 73 B A 38, JUj T
DA 6 b AZ 4 v 45 1¥) DHCPV6 Jlix 25 %% DI REREAT IPv6 Hidik 53k . DHCPV6 Jii 5544 7] i S ¢
RS S TR DHCPV6.

ZES 7T

BN BN % Switchl, HEHE SN — SR BRI R %%
Switch2 ff DHCPv6 4k — I R A0 -2 B4 Switch3 fif DHCPV6 k454, Jf
T M e m R B R AHE, I PC i Windows Vista #E RS, HA
DHCPV6 % iy o
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Switchd
V1 : 2001:daB:1:1::1
V10: 2001:da8:10:1::1 DHCPvE Server
awitch
Vi: 2000 :dal:1:1::2
V10 2001 :da8:10:1::2
VI00: 2001 :dal: 100:1: 11

Switchl

DHCPwE ol ient

2-2 DHCPv6 Bt &2 4R EE 1

EEE S

Switch3 FtE :

Switch3>enable

Switch3#config

Switch3(config)#service dhcpv6

Switch3(config)#ipv6 dhcp pool EastDormPool
Switch3(dhcpv6-EastDormPool-config)#network-address 2001:da8:100:1::1
2001:da8:100:1::100
Switch3(dhcpv6-EastDormPool-config)#excluded-address 2001:da8:100:1::1
Switch3(dhcpv6-EastDormPool-config)#dns-server 2001:da8::20
Switch3(dhcpv6-EastDormPool-config)#dns-server 2001:da8::21
Switch3(dhcpv6-EastDormPool-config)#domain-name dhcpv6.com
Switch3(dhcpv6-EastDormPool-config)#lifetime 1000 600
Switch3(dhcpv6-EastDormPool-config)#exit

Switch3(config)#interface vlan 1

Switch3(Config-if-Vlan1)#ipv6 address 2001:da8:1:1::1/64
Switch3(Config-if-Vlan1)#exit

Switch3(config)#interface vlan 10

Switch3(Config-if-VIan10)#ipv6 address 2001:da8:10:1::1/64
Switch3(Config-if-VIan10)#ipv6 dhcp server EastDormPool preference 80
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Switch3(Config-if-Vlan10)#exit
Switch3(config)#

Switch2 Ft &' :
Switch2>enable
Switch2#config
Switch2(config)#service dhcpv6
Switch2(config)#interface vlan 1
Switch2(Config-if-Vlan1)#ipv6 address 2001:da8:1:1::2/64
Switch2(Config-if-Vlanl)#exit
Switch2(config)#interface vlan 10
Switch2(Config-if-VIan10)#ipv6 address 2001:da8:10:1::2/64
Switch2(Config-if-Vlan10)#exit
Switch2(config)#interface vlan 100
Switch2(Config-if-VIan100)#ipv6 address 2001:da8:100:1::1/64
Switch2(Config-if-VIan100)#no ipv6 nd suppress-ra
Switch2(Config-if-VIan100)#ipv6 nd managed-config-flag
Switch2(Config-if-VIan100)#ipv6 nd other-config-flag
Switch2(Config-if-VIan100)#ipv6 dhcp relay destination 2001:da8:10:1::1
Switch2(Config-if-VIan100)#exit
Switch2(config)#
] 2:
BB LTSS A 1PV6 WL IR, AN 220 928 N Y 1) s p A e e o6 T LG &
IPv6 Huhil, W] DU AT SR, SEBLZE AL IPve M4 S RCE
1. PCE U has ik %48 DHCPV6 ATZ AR5, 4y — MM O BLaT S S
N DUID SRR BN A s EicHls e
2. TCE R AT B R AT AR 2 g, JE R A IR 5% s HEAT 2R AL
DHCPv6 it 73 BCAHAL A B, FRAFCE /N T 64 1) IPve Hihik 4 ;
3. RMGHIZN NUHEAR S S PC &b T [F)—#E M 14 Ll 2% th 2 15 (RA) 40
B NHI P A R AT SRR, FH P ) PC ALk — i TR A sl 19 3 B R
IPv6 Mkl [FIB, Z8:RCETOIRA DHCPV6 i #5, & DHCPV6 client #4t
DNS. Domain name 13 £.
P2 3HTh:
U A LA P N B A Switchl, 5 F i B AS i 1AL # A I 1) I E T ZR AR
HE P, SR PC AR TR HERK 8 I E IR DHCPV6 kg5 4t A PC #2ALJ0IR
AfEHE (W DNS. domain name %), JFHF A JOIRASHEE B AECE B A S BUfE H
ALHRABAALT VIR ¥ Switch2, BCE RTZRACE RS 2%, TF R A RAHbE B ) AC & 1K 3 2
s H P PC i — 4T Windows Vista #:4E 245, HAT DHCPV6 % ) it .
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D

Switchi
Vlan 2 HCPvE PD Server
Vlan 2 DHCPvE PD Client

Switchl :

ND/DHCPYE Server

DHCPvE client

2-3 DHCPv6 it & 2R = E 2

EEE S

Switch2 fig &'

Switch2>enable

Switch2#config

Switch2(config)#interface vlan 2

Switch2(Config-if-Vlan2)#ipv6 address 2001:da8:1100::1/64
Switch2(Config-if-Vlan2)#exit

Switch2(config)#service dhcpv6

Switch2(config)#ipv6 local pool client-prefix-pool 2001:da8:1800::/40 48
Switch2(config)#ipv6 dhcp pool dhcp-pool
Switch2(dhcpv6-dhcp-pool-config)#prefix-delegation pool client-prefix-pool 1800 600
Switch2(dhcpv6-dhcp-pool-config)#exit

Switch2(config)#interface vlan 2

Switch2(Config-if-Vlan2)#ipv6 dhcp server dhcp-pool
Switch2(Config-if-Vlan2)#exit

Switchl fit &

Switch1l>enable

Switchl#config

Switchl(config)#service dhcpv6

Switchl(config)#interface vlan 2

Switch1(Config-if-Vlan2)#ipv6 dhcp client pd prefix-from-provider
Switch1(Config-if-Vlan2)#exit
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Switchl(config)#interface vlan 3
Switch1(Config-if-Vlan3)#ipv6 address prefix-from-provider 0:0:0:1::1/64
Switch1(Config-if-Vlan3)#exit

Switchl1(config)#ipv6 dhcp pool foo
Switch1(dhcpv6-foo-config)#dns-server 2001:4::1
Switch1(dhcpv6-foo-config)#domain-name www.ipv6.org
Switch1(dhcpv6-foo-config)#exit
Switchl(config)#interface vlan 3
Switch1(Config-if-VIan3)#ipv6 dhcp server foo
Switch1(Config-if-Vlan3)#ipv6 nd other-config-flag
Switch1(Config-if-VIan3)#no ipv6 nd suppress-ra
Switch1(Config-if-Vlan3)#exit

2.7 DHCPv6 HE4E#58h

DHCPV6 % J HLICIAR TS IPV6 Huhi S € 2 240, EAfi{fk DHCPV6 %% ) HLEE {1, £

ST T ETER N, A 0] BEAEAE (1)1 LR B R v

o R A4 )R DHCPVE R4S E 1 LR 3, HA a8, A 3h4x)5 DHCPV6 JIik%5 4
FeFE 1 1Y) DHCPV6 HhfE;

o % DHCPV6 2 HLANR 55 38 ANTE R — M BE R 25 o, K6 2% v 8] 671 5% i DHCPV6 43¢
(1) H 4 2 75 H 45 DHCPV6 gk Dhifie. # b (] % th#8 A B % DHCPV6 4k DjhE, #il
o et o ) P 2% PR A BB AROCAS, L H 4 DHCPV6 H 4k Dy fig s

o A S BRI S L DHCPV6 & HLIEHAE JH ) T DHCPV6 4 #% T R A0
ML b, EISRAGAE] 1PV6 kil o 38 BIXF0 5 BUIE B J6 0 2 DHCPVE &7 L 75 HE AT
3)) DHCPV6 JIx 55 #5145 11 b, o2 B, AW iZ4% 1 VLAN (1) IPve Rtk & 15 5 A 4%
F _EJE 301 DHCPVE iR 45 2% bkt 4[] — AN B, e A MU VS 2 9 B 2 B kil
FASEEE, W HEN T HE B3 T DHCPV6 HR 4L = 2 A8 #H 132 A 5] DHCPV6
MR55 4%, W& I DHCPV6 25 7 HLFTESE I A LB R AR E T IPV6 Huhik, #5773
HECE IPv6 Huhl, #IECE %8 IPv6 Huhl . F5 % 8e ECE T Huhl, WRE—20 e
116 1Pv6 Hiuhit & 15 7F DHCPV6 R 45 % Huhibth (1) X BE 2 5 G387 DU 8 N 12 9 B3 4 1
v
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3% DHCP option 82 Bit &

3.1 DHCP option 82 /44

DHCP option 82 j& DHCP # ¢ gkfRELf5 BiL i (Relay Agent Information
Option), Hikmi%i5 4 82, DHCP option 82 /&4 T 345 DHCP Jlg 55 #% (1) 4k, MG IP
btk P SR T B R B AN B N B RECE DHCP 4k QB RE, Hhak
AEHENE P i 2 1F) DHCP 18 SRR ST nidk option 82 & I0 (LA 8 7 2 7 i (4%
WH s ORI N5 bR RS0 5D, ARG FHEIZ IR S K45 DHCP filk% %%, SCFF option 82
Lhfiel) DHCP RS54 BRSO, R Pl 5 e SR s AR S0 option 82 15 B0 1P Hh
BN E RO B AR g% i, (A DHCP IR 4548 a) BUKHEE option 82 H i) EL U T RETK)
DHCP Hti R SCHAE 535 . DHCP 1 4k AR HES 1) A 25 2% W 25 4 5L , #2537 option 82
6 T AR s 6 T ) g A5 L, S R S AL B W 48 N (145 58 i I . DHCP
option82 1 W FH 3 2 7 i A2 325 BH 1T o

3.1.1 DHCP option 82 ¥R3C4H)

DHCP 4R A] LA £ 4™ option “FEZH /K, option 82 &t & H f)—7Fh option, & 2 40i7E
HEEI 2 &, option255 M2 ff . HAk a1 N B FR:

Code Len Azent Information Field

| a2 | ® | it | iz | i3 | is | | iF |

Code: FonHARCHRE BILIK TS, RFC3046 & X 4 82, option 82 Bl HIt#34 .
Len: JUHL{E Bk (Agent Information Field) 71544, AEL$E Code F1 Len FE ()
AT

option 82 FJLLHIZ > sub-option 41h, %> option 82 LI 4 /bEAT—A> 1L,
RFC3046 5 X T LU FPAS 70, kg X ~ B s

Sublpt Len Sub—option ¥Walue

| 1 | ¥ | st | =2 | s3 | =4 | | =¥ |

Sublpt Len Sub—option ¥Walue

| 2 | ¥ | it | iz | i3 | ia2 | | iF |

SubOpt: A kg, HpAAHEE ID (B Circuit ID) &4 5 0 1, fCHLE ID
(Hl Remote ID) FiEXidi5H 2.
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Len: >4 Sub-option Value (1715441, AfFE SubOpt Fl Len Bt P15 0

3.1.2 option 82 TAEHLH#I

DHCP Relay Agert

Client
DHCP Clien DHCP Server

3-1 DHCP option 82 ;i 2 &

7E DHCP 1 4kfRH 37 ¥ option 82 [, DHCP & '¥ijitiik DHCP 4k )\ DHCP
MR 55 E AR 1P bk [FIFEEEZ Py . 34 PRI A DUAN B B . X I DHCP B isldicn
REFEHEAT
1) DHCP % " Ui {E WA IS |38 AR VE KR, I I (35 SRRSO A L F option 82 1551
2) DHCP "1 4k HEH option 82 L IRV I BIEH B K13 SR SR8 5 rh 4k i ke 45 DHCP Jl
5. option 82 MEIKF LI L(fRHL LK ID)ERIASE DHCP % /- uify T i 42 (M A ML i) 42 11
5 E\(VLan & i 1142), e Lol B OlCE R ES 1D, option 82 1) 1%
2(fREEZLFE D) DHCP Hr4k ¥ % A £ 1) MAC Hhiuhik,
3) DHCP [l %5 %W %) DHCP m 4k 3 4% 56 A 1) DHCP iRk 305, MRAEIRIC option 417
A IR R TIUE s 20 I 1P M RIIL {5 G 2% 7 oy, AR5 454745 DHCP it & {5 KL A
J% option 82 15 ¥ M 2 i SC Kk 47 DHCP 48403
4) DHCP 4k AREIE] DHCP k55 2% (1 B 2 SC 5K 3 25 4 ST ) option 82 15 5L, AR5
Y74 DHCP Bc & 15 FIRHR SC#E )4y DHCP % /7 i o

3.2 DHCP option 82 FIE B4F 45551

L DHCP option 82 #H 2% [t & P 7%
1) fic &t 4kfLH ) DHCP option 82 i BETT %
2) Hic &4 1) DHCP option 82 J& %
3) Ht & M55 %41t DHCP option 82 {ii i JT ¢
4) i B 454 H %) DHCP option 82 ERiAM% =
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5) FiE o ka R
6) Ac & option82 (4 5 =
7) DHCP option 82 ({144 52

1) W& 4k ) DHCP option 82 fiifiE 1%

il RE

42 R e B A

ip dhcp relay information option

no ip dhcp relay information option

WOE A A AT e HL 4k AR B
option82 UjiE, A4 ) no #AECIHA
HH L 4EACHE ) option82 TRE .

2) Fid % $2117¢) DHCP option 82 J&

PANYA
HD/?\

iR

P T E AL

ip dhcp relay information policy {drop
| keep | replace}

no ip dhcp relay information policy

KA HTFRERGES THREEINGH
option82 LI f) DHCP i sk 4 SC I F#%
gemg, Horh drop AR FIR W R SCH A
option82 1L I, N FE % X 71% DHCP # X
AELLFE; keep #REUFIR RG IR FFILA i
SCHF) option82 ML IUANAR % 45 IR 55 7 Ak
i replace BEA X RAZGMLHH M
option82 M U ILAT i S 1) option82
W, ARIGHRE RS AT . AR A1)
no #1F ¥ & option82 i DHCP 3
TR SR replaces

ip dhcp relay information option
subscriber-id {standard | <circuit-id>}
no ip dhcp relay information option

subscriber-id

A A H T 1B W ) DHCP i 3k
/IR I option 82 T 1(HL#% 1D 16 T5)
B, standard FosFrifER) vian 4400
wo®owm H1o&% g X, W
“Vlan2+Ethernet1/0/12 7, <circuit-id>
I E 48 E 1 option 82 [ circuit-id
W, R MKE/NT 64 PR H . A
A1 no HAEHEAR N option 82 L
1(FLE% ID 2EI) M E A standard B
K.

4 Jaj e B AR

3-3




DHCP R AH ¥4k

% 33 DHCP option 82L&

ip dhcp relay information option
remote-id {standard | <remote-id>}
no ip dhcp relay information option

remote-id

Aty A H T8 B I DHCP ik
LN option 82 1L Tl 2(IEFE 1D 1L i)
M RAANE . A% no AN
option 82 F £ 2(IL L 1D 3 IN) ) B 1%
' 4 standard.

3) fic & K45 #:{) DHCP option 82 1 it JT5¢

AN
fiiT %

it RE

42 R e B A

ip dhcp server relay information
enable
no ip dhcp server relay information

enable

A H TR EA AL DHCP 4545 S HE
X option82 MEIN KA. A4 no £
VAT AR 55 2% 200 AL B option 82 117

4) FiE 4k DHCP option 82 Rl =

PANA
ﬂlj/?\

R

4 Jaj e B AR

ip dhcp relay information option

subscriber-id format {hex | acsii |

vs-hp}

A A B AT WAL ZEACEE K] option82 1)
fit subscriber-id BRiA#g L,

ip dhcp relay information option

remote-id format {default | vs-hp}

At AV B AT WAL P 2K AC B 1) option82 1)
f& remote-id ERIAKE K .

5) Hc & 7 FafT

iR

4R B A

ip dhcp relay information option
delimiter [colon | dot | slash | space]

no ip dhcp relay information option

B A4 ey IR A2 i option82
TINS5 ZH I W, a2 no
TE K bR A ERIME,  BI slash.

delimiter

6) P& option82 ¥4 iy

e i RE

2R E AR

ip dhcp relay information option

self-defined remote-id {hostname | | Fi'& option82 ¥4 py =X, H /= ml LA &

mac | string WORD}
no ip dhcp relay information option

self-defined remote-id

kA % option82 1-1E 3 remote-id 1)
SR (4R,

ip dhcp relay information option

self-defined remote-id format [ascii |

hex]

fi & relay option82 ' remote-id [ 2E %
.
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ip dhcp relay information option

self-defined subscriber-id {vlan | port | R option82 (7ot i Bl
| » I\ e

Xk ) option82 114 17 circuit-id 2
B4,

id (switch-id (mac | hostname)]
remote-mac)| string WORD }
no ip dhcp relay information option

self-defined subscriber-id

i dhc relay information option
P P Y P fic'& relay option82 H circuit-id 4= ks
self-defined subscriber-id format

[ascii | hex] -
7) DHCP option 82 {44 512 Wr

S SR
R AR X

K4 7R 724 DHCP option 82 R4
f5 5., 45 option82 i fiE JF o6, &%
RS, PEIEE 1D B, DL HHL
DHCP fl45 %% option82 {# fit JT- % .

show ip dhcp relay information option

A4 275 DHCP 4k A FH AL FE ¥4
debug ip dhcp relay packet B L, L HE option 82 3 1 )7 in Al ¢
HAMERE R

3.3 DHCP option 82 N F 2445

DHCP Relay Agent
:ethernet1/0/3 Switch3

DHCP Client PC1

g? Switch2

DHCP Client PC2

Vlan2:ethernet1/0/2

DHCP Server

& 3-2 DHCP option 82 #iLJ1! 3 F] 245

16 S 2450, — A #AL Switchl Fi Switch2 #i4E = 28 # M1 Switch3 |, Switch3
124 DHCP H 4 fLHE 1] DHCP Ik 55 2 A8k H DHCP %5 P uifi IR SRR S0, B IR SS45 1K Y
AR SCHAS 4 DHCP & /by, 56/ DHCP thillid #2. 76483 il DHCP option 82 ThfgHT,

DHCP JlR%#% oikIX 4 DHCP & 'uii/eok 3 Switchl 42 Switch2 Fi&EIM 4%, Fik
Switch #1 Switch2 4% ) PC 2 it 45 N DHCP JIR 5% #5% t 23 FH sk itts b 23 id i ik« f53 1 DHCP
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option 82 DifeLhJG, HT Switch3 7EK H & i 1% KR SCH B N T8\ Switch3 [
5L, X ARG 2807 LUIX 43 % i 4ok [ Switchl i J& Switch2 (K1 4%, PRI AT DL A i A

W4 5% 53 e T AH B 2 g b ik = ), 801 4 A B

Switch3(MAC Hilil: %y 00:03:0f:02:33:01) A & 41
Switch3(Config)#service dhcp

Switch3(Config)#ip dhcp relay information option
Switch3(Config)#ip forward-protocol udp bootps
Switch3(Config)#interface vian 3

Switch3(Config-if-vlan3)#ip address 192.168.10.222 255.255.255.0
Switch3(Config-if-vlan2)#ip address 192.168.102.2 255.255.255.0
Switch3(Config-if-vlan2)#ip helper 192.168.10.88

Linux ) ISC DHCP Server 37§ option 82 i1, L[t & S {}/etc/dhcpd.conf 4
ddns-update-style interim;

ignore client-updates;

class "Switch3Vlan2Class1" {

match if  option agent.circuit-id = "Vlan2+Ethernet1/0/2" and
agent.remote-id=00:03:0f:02:33:01;
}

class "Switch3Vlan2Class2" {

match if  option agent.circuit-id = "Vlan2+Ethernet1/0/3" and
agent.remote-id=00:03:0f:02:33:01;
}

subnet 192.168.102.0 netmask 255.255.255.0 {
option routers 192.168.102.2;

option subnet-mask 255.255.255.0;

option domain-name “"example.com.cn”;

option domain-name-servers 192.168.10.3;

authoritative;

pool {

range 192.168.102.21 192.168.102.50;
default-lease-time 86400; #24 Hours
max-lease-time 172800; #48 Hours
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allow members of "Switch3Vlan2Class1";

}

pool {

range 192.168.102.51 192.168.102.80;
default-lease-time 43200; #12 Hours
max-lease-time 86400; #24 Hours

allow members of "Switch3Vlan2Class2";

}

}
IXIf DHCP 45252 M4 Switch3 H4k>k H Switchl FIM 4475 AL 192.168.102.21~

192.168.102.50 2 [a] i H k-, bk B Switchl )% 2% 45 & 4> it 192.168.102.51 ~
192.168.102.80  [f] ¥ Hbhk .

3.4 DHCP option 82 Hi4t#5Bh

<~ DHCP option 82 J&fF >k DHCP H 4k (1) — A>T Dh e b s, 764 H option 82
IhAEZ W, B DHCP 4k EE E A e & .

< DHCP option 82 J& DHCP F14kfLEEF1 DHCP A4 23 [F 4 58 i 1P Hihik 43 licAT-4%
DHCP k45 a5 24t 5 h 4R ARER (R I 8 Fi b, IEAR R E AP IO SRS, 5 U RIS rh 4R A B 1)
option 82 TAFIEH, Ml FCARALSINHAT . fEAAE 2 P AACERIG BLI, 1R
B IF % 1 DHCP 33 SRR SCIR B 2 SR

o XT- DHCP kX ) option 82 DyfESEHL, iz Tl #E+ nl LA H] debug ip dhep relay
packet i & s gRACH K B AR B R, B SV N option 82 IR LA N 2%, SREXT
TR IRFNG, hARCER B IR 45 2% 1Y) option 82 P AE4E, IXSe(E AT Bh T P HEA 2 W

o T DHCP flu45#% 1] option 82 DjRESEIL, iafTikfErhnl LA# A debug ip dhep server
packet iy 4 B IR 45 g R AL FE R FE , A4S o tR 5 L SR AL 1) option 82 15 &,
£E N AL IR 9] 1) option 82 15 B«
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#4% DHCPv6 option37, 38

4.1 DHCPv6 option37, 38 /14

DHCPv6 (Dynamic Host Configuration Protocol for IPv6, SZF IPv6 [115h7& EALAL &
PR 2 1PV6 Gl Jy ST, O ENL I IPV6 FiTZH . IPv6 Hishib A1 Ath 94 2% P 2
EidiI7INeS

24 DHCPV6 % /7 ity 7 B2 WA TR [ BE 2% 1) DHCPV6 il 25 2 15 R Hu b e & S 50, %
J i g 23 i DHCPV6 4k ARHLA fie 5 IR 55 s AT IRAG o« P 4R ARSI SO Bk 1 %% 7 i 1)
DHCPV6 71 5, HFrE 2 Relay-forward 1 SC e 45 AN [ — 4 % (1) IR 554 IR 55 2 (Bl
] DHCPV6 71 B4 3% % Relay-reply R CAC 4 DHCPV6 HH4kfREE s, A a4k ey fidx
B 2k 255 i Bl DHCPV6 11 A PR A0 45 DHCPV6 %) i, T 58 B 7 i 5 IR 45 2% 2 [1]
(RIS o

{5 DHCPV6 gk AABRATH] EASSRAAAE—SE [l i, fr: RSS2 A far 45 S 20y 5 I 40 1
Il 7 S L1 1P ik 2 i ] ik % AN 72 DHCPV6 %% ) i Dy its DHCPV6 41 3L 1% 7 iy MAC Hithl:
FEORE 1P MR B 2 it S Ry DHCPV6 %57 i A FH e A% 7 i MAC Stk
REIEL RSB ? Ak, IETE #2107 rfc4649 F1 rfc4580, Ejl DHCPV6 option 37 #i1 option
38 A PRIX L i

DHCPV6 [) option 37 F option 38 ILLiiFll DHCP 1] option 82 iEIiEH ML, 4
DHCPV6 % J3iiiZeik DHCPV6 H 4k H ik 11 sk i S #] DHCPV6 k4545, # DHCPv6
Hr AT SRR P 4848 HE {5 KL option 37 AT option 38 #£3, M1 DHCPV6 H 4k fLFLKs option
37 il option 38 1L LTS N 2115 SRR SCH o AT Mk 45 i3k [B] 1) 3254 3, option 37 Fi1 option 38
PED L B SR 17 S, HRSS 4 1 3 254 S0 H 3 25 Ho i ) option 37 AT option 38 JE i
[X i option 37 F1 option 38 3% 15 (1 8 F X6 4 7 i A& 3% WH )

DHCPV6 %5 241t B) option 37 F1 option 38 A] L%} DHCPv6 % )" %/l DHCPV6 H4k
WA S5 S EAT IR, JF 18 P B ) 7 T S R R AT 2 P i PRyt bk 7 FC R A B, (] o
I FH 6 30 A, (1) %% 7 B JE nT A 8Py L kT () DHCPv6 ik, Wifhits DHCPVE 4R LI
% Pt MAC Mtk BORE I 1P b FE R Bt ot T IR S5 A X i m] LR 2 AN SRR S0k
A AN ANAS e L 1, 38 SR e PR ) 20Tl 1k A 250y AT i ik FE R . {H rfc4649 Al
rfc4580 A7 HAKKI & DHCPV6 Jlit %545 Wifl {4 F option 37 F1 option 38 HI{F &, X0 LA
PR B O 7R R g .

4.2 DHCPvV6 option37, 38 BLEE%F5)

1. DHCPV6 snooping option JE4< ) R fic &'
2. DHCPV6 relay option JEA T A fic &
3. DHCPV6 server option F:A T A fic &
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1.DHCPv6 snooping option Z£A L EERLE

S il R

42 R e B A

wH A4 o VF DHCPV6
SNOOPING 3 #¥ option 37 i
HLyfe, Adr2 no #AEX
4] DHCPv6 SNOOPING [f]
option 37 BTNt .

ipv6 dhcp snooping remote-id option

no ipv6 dhcp snooping remote-id option

wH A4 o VF DHCPV6
SNOOPING 3¢ #F option 38 it
HLhfe, Adr2 no #AER
4] DHCPv6 SNOOPING ff]
option 38 LI fE .

ipv6 dhcp snooping subscriber-id option

no ipv6 dhcp snooping subscriber-id option

At H T WE RGN THk
P45 option 37 3 (1)
DHCPV6 % ST B K Sk,

Hdr drop BEEERIR W
t 547 option 37 kT, WIER
i EF11% DHCPV6 R CAME
Wb PE; keep 1A IR RGEIREF
AT option 37 JE I
AN AR B e gy i 5% A b PR

replace KR RGAEH] H
.. option 37 EIUEH LA
I option 37 eI, 4R
JE ¥R A IRSS ARAE P A S
[¥) no $#:4F % & option 37 3£
DHCPV6 i 3T E 4% K S

replace.

ipv6 dhcp snooping remote-id policy {drop | keep
| replace}

no ipv6 dhcp snooping remote-id policy

A4 T RE R T
P54 option 38 %I
DHCPV6 % SC I E i R g,
Hrp drop AEAF R W R AR L
547 option 38 kI, |F
4 F511% DHCPV6 i A
WbHE; keep A KR RS IREF
A option 38 £

ipv6 dhcp snooping subscriber-id policy {drop |
keep | replace}

no ipv6 dhcp snooping subscriber-id policy
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AN AR B e 4 M 5% A A B

replace #i:K R RGAMEH H
CL[{) option 38 &I EAT
W option 38 XEIH, 4K
JE RS RS ARAL B . AR
(") no #:1F ¥ & option 38 I
DHCPV6 i 3 1 5L 4% 4 5K

replace.

ipv6é dhcp subscriber-id  select

(sp|sv|pv|spv) delimiter WORD (delimiter WORD
1)

no ipve dhcp snooping subscriber-id select

snooping

delimiter

e B B I TR AR
subscriber-id, no v KE A
ST BRIATE B ED VLAN 440
Uiy 1 44 1 TE 5

S |1 P A 5K

ipv6 dhcp snooping remote-id <remote-id>

no ipv6 dhcp snooping remote-id

A fiw A T WCE AR RO
DHCPV6 i 3K 4 3C v 75
option 37 It i ¥ JE 2,

<remote-id>>4 H /' H 5 I
option 37 1 remote-id Py
7w, e MR T 128 1)
T A no BRAEK
& option 37 ' remote-id [

T2 S/ SE N N
enterprise-number A1 vlan
MAC itk

dhcp

<subscriber-id>

ipv6 snooping subscriber-id

no ipv6 dhcp snooping subscriber-id

A A T WCE AR
DHCPV6 i 3K 4l 3C 1 ¥
option 38 it I 1) B 3,
<subscriber-id>>4 H F H & X
i option 38 ' subscriber-id
M, B PMKENT
128 745 H . A4 no
# 1E %k & option 38
subscriber-id 14 2%k BRI
vian 4 mn#y Bsi 44 T8,
“Vlan2+Ethernet1/0/2”.

2. DHCPV6 relay option ZEATHiE
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fiRE

42 R e B A

ipv6 dhcp relay remote-id option

no ipv6 dhcp relay remote-id option

WE A A SRVFA ML 4k 5
FF option 37 iELIIhfE, Ay
21 no FRAESR AASHAL T 4k
() option 37 LT TN fit .

ipv6 dhcp relay subscriber-id option

no ipv6 dhcp relay subscriber-id option

WE AT A SRVFA ML 45
FF option 38 iEIThfE, Ay
A1 no BRAESR AASHAL T 4k
[¥] option 38 IR I fE .

ipv6 dhcp relay remote-id delimiter WORD

no ipv6 dhcp relay remote-id delimiter

[V Il T vl 1 2 S '
remote-id, no fiv & K& N i
IR RN B B enterprise
number Jii vian MAC £,

ipv6 dhcp relay subscriber-id select
(splsv]pv|spv) delimiter WORD (delimiter WORD
1)

no ipv6 dhcp relay subscriber-id select delimiter

Be &M P BCE E Iok AR
subscriber-id, no A&k E N
BB E RD vian 4
s 1 44 3K

=R IR ERK

ipv6 dhcp relay remote-id <remote-id>

no ipv6 dhcp relay remote-id

At A T B N )
DHCPV6 i K4l S5 i option
37 kI EA, <remote-id>
A E X option 37 (1)
remote-id N7, B —MKE
NT 128 [FERF R . A2
no #1E 1k & option 37
remote-id 1% 15 JE =X BRIA
[ enterprise-number A1 vlan
MAC bk,

ipv6 dhcp relay subscriber-id <subscriber-id>

no ipv6 dhcp relay subscriber-id

A A T B W )
DHCPV6 15 K4l 375 i option
38 ik W M B A,

<subscriber-id>>4 f /1 H 52 X
ff] option 38 [#] subscriber-id
WA, B MKENT 128
WFFrh . A4 no #HAE
W & option 38
subscriber-id 3% 5 (1) 1 Xy BR
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NI vian 24 )£ s 44 B
=, wW“Vlan2+Ethernet1/0/2”,

3. DHCPv6 server option ZEAINEERLE

PN
fill &

it RE

42 R e B A

ipv6 dhcp server remote-id option

no ipv6 dhcp server remote-id option

AT E DHCPV6 ik
2528 S FERT option 37 ETHAY
W A4 no BAEMR
i HF option 37 30 .

ipv6 dhcp server subscriber-id option

no ipv6 dhcp server subscriber-id option

A4 H T & DHCPv6 Jik
2% 33 F ) option 38 BEIK
P A4 no BAEMR
GRS FF option 38 I .

ipvé dhcp use class

no ipv6 dhcp use class

A4 H T & DHCPv6 Jik
55 PAE AT HuUhk 53 T I S e i
J] DHCPV6 class, A4
no AR IR 55 45 £E b AT ik
Iy B I AN S Rp A 1] DHCPV6
class, {HZZIIEAMER L8R
B 147 9% DHCPV6 class [

JO 0

ipv6 dhcp class <class-name>

no ipv6 dhcp class <class-name>

At 2 M5 X —> DHCPV6
class Jf# N DHCPv6 class
fid BRI, no iy 4 F T Rix
> DHCPV6 class.

P2 e B AR

ipv6 dhcp server select relay-forw

no ipv6 dhcp server select relay-forw

A4 T E DHCPv6 Jik
55 45 SFF R SR AR AE 2 A
option 37 ELiE# option38
RIS 0 ILREAT B, i
HZ relay-forw H [ option 37
TEIHAN option38 LT . A iy 4
1) no #EAEMEBRINICE, B
PRI SCPY) option 37
ETIUFN option38 £ .

IPv6 DHCP Class fii & #it

{remote-id [*]<remote-id>[*] | subscriber-id [*]<

K 41E ipv6 dhep class At
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subscriber-id>[*]} ERA N EVLALZ class 1
no {remote-id [*]<remote-id>[*] | subscriber-id | option37 LIl option38 ik
[*]< subscriber-id>[*]} il

DHCPv6 Hhdik it it B A5 <

R4 DHCPV6 Huikith i
BTN class KGR bE
M, JEEAHhE T class
I EAC, T no i & MHBR
EYIPRIN

class <class-name>

no class <class-name>

AKAxA1E DHCPv6 Huhilihd
BN H k) DHCPV6e iRk

address range <start-ip> <end-ip> 55 byl (1) —> DHCPV6
no address range <start-ip> <end-ip> class BB M HulEVEHE, no

2 HIR B BRIX AN bk yu
AN HF prefixiplen JE2A.

4.3 DHCPv6 option37, 38 %445
4.3.1 DHCPVv6 Snooping option37, 38 %4
ﬁ Switch B

Interface E1/0/1

ey -

Interface E1/0/4

Interfgce E1/0/

-

MAC-AA MAC-BB MAC-CC

Interface

4-1 DHCPv6 Snooping option 7~ &
i E K, Mac-AA.Mac-BB H1 Mac-CC 54 by IR H 1 )™, BERAE S HA LIRS 3w 1 1/0/2.
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1/0/3 A1 1/0/4 L=, Hi@ixk DHCPv6 Client 3843 IP 2010::2. 2010::3 A1 2010::4; DHCPv6
Server AT HHUPAE(T0E 1 1/0/1 1. FE 3 bk 4Fid 5w (CLASS), CLASSL1 [t
fic option 38, CLASS2 ILfit option 37, CLASS3 H]-F-ULHAL option 37 Al option 38. e
ik ¥ EastDormPool ', Ut fit CLASS1 [ 1% K ¥ 4 fii 2001:da8:100:1::2 7
2001:da8:100:1::30 (1 bk, PCAL CLASS2 [#1& 3k # 4 i 2001:da8:100:1:31 #|
2001:da8:100:1::60 (1) bk, PCHAL CLASS3 [#1& 3k # 4 il 2001:da8:100:1::61 #|
2001:da8:100:1::100 fyHhhl; ZEAS#eAL switch A _EJT)H dhepv6 snooping T fit [l s fid &
option 37. 38 IJjfiE.

Switch A it & :

SwitchA(config)#ipv6 dhcp snooping remote-id option

SwitchA(config)#ipv6 dhcp snooping subscriber-id option

SwitchA(config)#int e 1/0/1

SwitchA(config-if-ethernet1/0/1)#ipv6 dhcp snooping trust

SwitchA(config-if-ethernet1/0/1)#exit

SwitchA(config)#interface vlan 1

SwitchA(config-if-vlan1)#ipv6 address 2001:da8:100:1::1
SwitchA(config-if-vlan1)#exit

SwitchA(config)#interface ethernet 1/0/1-4
SwitchA(config-if-port-range)#switchport access vlian 1
SwitchA(config-if-port-range)#exit

SwitchA(config)#

Switch B it & :

SwitchB(config)#service dhcpv6

SwitchB(config)#ipv6 dhcp server remote-id option

SwitchB(config)#ipv6 dhcp server subscriber-id option

SwitchB(config)#ipv6 dhcp pool EastDormPool
SwitchB(dhcpv6-eastdormpool-config)#network-address 2001:da8:100:1::2
2001:da8:100:1::1000

SwitchB(dhcpv6-eastdormpool-config)#dns-server 2001::1
SwitchB(dhcpv6-eastdormpool-config)#domain-name dhcpv6.com
SwitchB(dhcpv6-eastdormpool-config)# excluded-address 2001:da8:100:1::2
SwitchB(dhcpv6-eastdormpool-config)#exit

SwitchB(config)#

SwitchB(config)#ipv6 dhcp class CLASS1
SwitchB(dhcpv6-class-class1-config)#remote-id 00-03-0f-00-00-01 subscriber-id
vlanl+Ethernetl1/0/1
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SwitchB(dhcpv6-class-class1-config)#exit

SwitchB(config)#ipv6 dhcp class CLASS2
SwitchB(dhcpv6-class-class2-config)#remote-id 00-03-0f-00-00-01 subscriber-id
vlanl+Ethernet1/0/2

SwitchB(dhcpv6-class-class2-config)#exit

SwitchB(config)#ipv6 dhcp class CLASS3
SwitchB(dhcpv6-class-class3-config)#remote-id 00-03-0f-00-00-01 subscriber-id
vlanl+Ethernet1/0/3

SwitchB(dhcpv6-class-class3-config)#exit

SwitchB(config)#ipv6 dhcp pool EastDormPool
SwitchB(dhcpv6-eastdormpool-config)#class CLASS1
SwitchB(dhcpv6-pool-eastdormpool-class-class1-config)#address range
2001:da8:100:1::3 2001:da8:100:1::30
SwitchB(dhcpv6-pool-eastdormpool-class-class1-config)#exit
SwitchB(dhcpv6-eastdormpool-config)#class CLASS2
SwitchB(dhcpv6-pool-eastdormpool-class-class2-config)#address range
2001:da8:100:1::31 2001:da8:100:1::60
SwitchB(dhcpv6-eastdormpool-config)#class CLASS3
SwitchB(dhcpv6-pool-eastdormpool-class-class3-config)#address range
2001:da8:100:1::61 2001:da8:100:1::100
SwitchB(dhcpv6-pool-eastdormpool-class-class3-config)#exit
SwitchB(dhcpv6-eastdormpool-config)#exit

SwitchB(config)#interface vlan 1

SwitchB(config-if-vlan1)#ipv6 address 2001:da8:100:1::2/64
SwitchB(config-if-vlan1)#ipv6 dhcp server EastDormPool
SwitchB(config-if-vlanl)#exit

SwitchB(config)#

4.3.2 DHCPvV6 Relay option37, 38 24

%4 1:

TEHRE 4 1PV6 e WISy, 548 FH 2 1 IR IR 25 4 34T 1Pv6 Mk i) 48— 7 MO AN AE BE, JleT
DA FH % FHAZ 462 B2 465 1) DHCPV6 ik 55 45 D REREAT 1PV6 Hikik 73k . DHCPV6 Ik 45 3 [l I S KF
A RE&E TR DHCPV6.
CEE e

BN 2N & Switchl, JEHAE SIS — S0l R IR W&
Switch2 fff DHCPv6 " 4kfCHE; 22 A0 FHI 2R e Switch3 it DHCPV6 k454, I
5 Wl R R R AT T PC i — Bk Windows Vista #:1E R4, BT
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DHCPV6 % J7 ijii o
Switchd
V1 : 2001:das:1:1::1
V10: 2001:da8:10:1::1 DHCPYE Server
Switchd
V1: 20001 :cdad:1:1:02 DHCPvE Relav
V10: 2001:da8:10:1::2 ’

Switch2 Bl & :

VI00: 2007 :dal:-100:7: 1

Switchl

DHCPYE el ient

4-2 DHCPV6 relay option 75 & &

S2(config)#service dhcpv6e

S2(config)#ipv6 dhcp relay remote-id option

S2(config)#ipv6 dhcp relay subscriber-id option

S2(config)#vlan 10

S2(config-vlan10)#int vlan 10

S2(config-if-vlan10)#ipv6 address 2001:da8:1:::2/64
S2(config-if-vlan10)#ipv6 dhcp relay destination 2001:da8:10:1::1
S2(config-if-vlan10)#exit

S2(config)#

4.4 DHCPv6 option37, 38 HH4E#E)

&  DHCPV6 % iy RIL TG KIS 4B, HAAR VLAN NI &4 sefelcal, fr
DL AL DHCPV6 server W EISK H % i 4% 3¢, Ziiil DHCPV6 % i 5

DHCPV6 server 7E[f]—A~ VLAN P, 7507524 DHCPV6 relay.

o

Snooping option37,38 1] LI CL4 54 option37,38 1) dhepv6 i sk S a] LLEA T
BAET R —A: HACK option37,38 FAUIRICH FUK Y option37,38; LFF %G A
option37,38 MR 3L; AR A LS, k. Pril, WL option37,38 3RHL 1)
HEANIERA, SCE RO B b, TE R A A

4-9

£ % I snooping option37,38 )5 it



DHCP RAHRH#:AE % 4 3 DHCPv6 option37, 38

@ DHCPV6 server ERIAME i i ik R SCH 3R option37,38, WA A, T relay
RIS 3R EL option37,38.

& DHCPvV6 server 74—~ DHCPV6 relay 5 %45 sl option37,38, A4S 1 Jm 48
(1) relay A7 ¥ option37,38. R4k SC b K AT S 21 relay-forw 325+ 1)
option37,38 5 %%,
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#5% DHCP Snoopingft &

5.1 DHCP Snooping /4

DHCP Snooping hfEFRAZ #HL Il DHCP CLIENT @ik DHCP s GREL IP ()i Fi .
B VB AR S RS AT 11, kB 1k DHCP XMoo Jo FA % DHCP SERVER. M5 {Fii
HEW K DHCP R 3G/ 1 56 R AT 55 i o LAY (1) g B K455 AT 11 34 DHCP SERVER £,
% DHCP RELAY fUEE, {5 L% 113% 8 DHCP CLIENT, A8 BebUE i e AR (3 120k
(1) DHCP &K 3L, AN R MWAEE AF3i 40 K) DHCP [BIRAR ST i M ARAS A3 i
DHCP [H| AR 32, B T & &85 B AN, I nl i v B 1 H AT AH R I 3, Eein
shutdown, K’ blackhole. %% )3T DHCP Snooping 485 Thfit, WASHALE2 A7 R
54T R () DHCP CLIENT IZ8EfE B, B4 98E 5 B %% DHCP CLIENT ] MAC
Huhk 1P kb R VLAN SR 1S, X482 (5 S A7 T DHCP Snooping 146 E %
. MR EE, DHCP Snooping W LA%E 4 dotlx, arp Zefkibkoli by sei i /o i
Pl

Biith3$E DHCP Server: — HAZHMLARER T MAEAE (E3 H Y 2] 1¥) DHCP Server [H]3 £ (4445
DHCPOFFER, DHCPACK #l1 DHCPNAK), ¥k 5%, FAHNAY H R Y. (shutdown ¥ 11
¢~ % BlackHole).

B DHCP iE#Trai: A& A5 RS (3 1% DHCP WetL i, Bkt % DHCP
3B CPU.

1% DHCP 4% € #(#% : DHCP SNOOPING 7i:%% & DHCP & 3L ¥ [F] i, i 5k DHCP SERVER
SYCIIZEE d, JF T LLEGR e HdE FAEITR € IR SS A8 AT 8 0y o IX LR Hidls T
fic'& dotlx userbased ¥ty [ B A H F'o 4555 dotlx userbased ) H1ES % (dotlx
BLED) EEy

WINgEE ARP:  DHCP SNOOPING i3k 296 & £di < Jo,  nl LU SR 26 e B8 vh i S 500
INEEASYEE ARP, IXFERT LB 1 ARP 1K .

WIME4ER P : DHCP SNOOPING #i 3k 245 $dls 2 J5, v LIRS 48 e Hcdls v i1 S 805
B PRI, IXFEIXLEH] P 3t iT LAANE 1E DOTLIX WAV 7] BT A3 95

BEhKE: 22 HHl shutdown i 1188 # K & blockhole — BN al Jm, ACHMLN 5 K 1% 50
FakJs Mac 38R, [AEE G syslog K125 E 2 Log Server.

LOG Theg: AHbUATI R I ety s Bl Ak &I, N H 3K 1% syslog {7 &3 Log
Server,

AEWICHINE: THHLE N M 245 BLR S TrustView 2 (A A R SCHEA T, 1
FVFRCERRAS 2 IR HRSCHEAT s Ab 2

WHNIAIE option82 ThAE: 45 dotlx dhcpoption82 tAHE 7 aUEL AT, M/ UIEIR &
7t DHCP i 3T i In AN [7] option 82 A % .
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5.2 DHCP Snooping It B R4 551

Jri5)) DHCP Snooping
JA %l DHCP Snooping 4 i& I fig
35l DHCP Snooping 4532 ARP Thfi
JAi ) DHCP Snooping option82 jf
e B A A 5
L& A 3L DES & %41
fic & helper server it
WA AT
J 3/ DHCP Snooping % DOT1X Jfi
. JA#h DHCP Snooping 4§52 USER Ihfig
11, IR I g
12. BB P HaNE
13. #'E DHCP R 30 4 il
14. FTIFIRTT G
15. ¥ & DHCP Snooping option82 Jg& I

OF  &r

© ©® N o g bk~ whPE

=
o

1. J&3} DHCP Snooping

i e

4 Jaj e B AR

ip dhcp snooping enable ' .
P P PIng JF)3 8¢5 ] DHCP snooping Zhf

no ip dhcp snooping enable

2. J3) DHCP Snooping 482188

i e

4 Jaj e BAR

ip dhcp snooping binding enable
no ip dhcp snooping binding | 7F/E Bk DHCP snooping 2%5E Ui .

enable

3. J3) DHCP Snooping option82 kg

i fiERE

4 Jaj e B AR

ip dhcp snooping information
enable JFJH ek H] DHCP snooping option82 IfifiE.

no ip dhcp snooping information
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enable

4. REAFHRURES

PN
fill &

42 R e B A

ip user private packet version two
no ip user private packet version

two

Pic B B R AT IR SCHRAS 5

5. FEEFFMIC DES a4

A A
&>

4 Jaj e B AR

enable trustview key or7

<password>

no enable trustview key

P B ER FAAT I SC DES I & 4.

6. BCHE helper server il

A A
&>

i RE

4 Jaj e BAR

ip user helper-address A.B.C.D
[port <udpport>] source <ipAddr>
(secondary|)

no ip

user helper-address

(secondary|)

fic & 2R helper address il

7. J8%h DHCP Snooping 485€ ARP Igk

PN
fill &

firt e

42 R e B A

ip dhcp snooping binding arp

no ip dhcp snooping binding arp

JFJA 8% ] DHCP snooping 45 ARP Tjfit .

8. WEFLm

fiRE

i |1 P B A 5K

ip dhcp snooping trust

no Ip dhcp snooping trust

Ve E BN /) DHCP snooping 54T @ 7k -
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9. j5%h DHCP SNOOPING 485 DOT1X ZhkE

i e

Uity 11 e B A

ip dhcp snooping binding dotlx
no ip dhcp snooping binding | JF/EECH DHCP snooping 4§5& dotlx Lifig.
dotlx

10. J83) DHCP SNOOPING %% USER Zigg

i e
5

sy 11 P EARE S

ip dhcp snooping binding
user-control s : .
_ _ o FF ) 8L 14 DHCP snooping 453 user JjfE.
no ip dhcp snooping binding

user-control

11. FINHSRERR

i & e

] N=R S

ip dhcp snooping binding user
<mac> address <ipAddr> vlan
<vid> interface (ethernet|)
<ifname> s IN/ER DHCP snooping ## &8 & &3
no ip dhcp snooping binding user

<mac> interface (ethernet|)

<ifname>

12. &EREZE

2

el iR
i 11 7 AR

A<l

ip dhcp snooping action
{shutdown|blackhole} [recovery | 1 E BMIFR%i 1) DHCP snooping H 3P

<second>] (BN

no ip dhcp snooping action

13. B K E RS
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% 5% DHCP Snooping Bt &

PANA
HD/?\

i RE

4 Jaj e B AR

ip dhcp snooping limit-rate <pps>

no ip dhcp snooping limit-rate

fic & DHCP snooping i S K%,

14. FTFHERFFR

PANYA
HD/?\

fiRE

R AUAC B A X

debug ip dhcp snooping packet
debug ip dhcp snooping event
debug ip dhcp snooping update
debug ip dhcp snooping binding

WS EAGHHEET .

15. ¥ & DHCP Snooping option82 g

PN
filr 2

iR

4 Jaj e B AR

ip dhcp snooping information
option subscriber-id format {hex |

acsii | vs-hp}

A4 B H DHCP snooping option82 If fig
subscriber-id 2Rk .

ip dhcp snooping information

option remote-id {standard |
<remote-id>}
no ip dhcp snooping information

option remote-id

Ay A T BCE i 1 FEK) DHCP i sk 3L
VN1 option 82 F kI 2 A% 1D T [ 2 AR A
o A1 no #EAEITIS N option 82 LI
2(zF% 1D I ek & A standard.

ip dhcp snooping information
option allow-untrusted
no ip dhcp snooping information

option allow-untrusted

A4 H 1% & 4 M DHCP snooping (19E(5
T35 W5 option82 i3 f) DHCP i 3¢5
Szl R IR S R E R T W R S R
option82 I L[] DHCP 4R 3.

information
| dot |

ip dhcp snooping
option delimiter [colon
slash | space]

no ip dhcp snooping information

option delimiter

JC L 7 e 4 R e S R A2 |G option82 f-ik
WSS HU0 0 AT, %A no TR E 7
FafE A BNE, B slash,
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% 5% DHCP Snooping Bt &

ip dhcp snooping information

option self-defined remote-id
{hostname | mac | string WORD}
no ip dhcp snooping information

option self-defined remote-id

BiE option82 AL T, FH P AT BLH & CH
KA % option82 1141 remote-id [ S5 (4E ).

ip dhcp snooping information
P P ping fic & snooping option82 ' remote-id f) 4 i
option self-defined remote-id X
I\o
format [ascii | hex]
ip dhcp snooping information

option self-defined subscriber-id
{vlan | port | id (switch-id (mac |

hostname)| remote-mac) | string

fic'E option82 WA 7=, M P ArLLE w XH

WORD} KA K option82 F-ik T circuit-id 24 (4).
no ip dhcp snooping information

option type self-defined

subscriber-id

ip dhcp snooping information

option self-defined subscriber-id

format [ascii | hex]

fic & snooping option82 H circuit-id [12F i
e

St 1 S AR

ip dhcp snooping information
option subscriber-id {standard |
<circuit-id>}

no ip dhcp snooping information

option subscriber-id

>

4 F T B i 4280 DHCP 1 sk 3L
75 i option 82 F-XETI 1(HLE 1D 3EIM) I HAA A
o Afn4 i no FRAEHN N option 82 J- AT
(L% 1D BT ) JE X RCEh standard.
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5.3 DHCP Snooping#%  F

E1/0/1 SWITCH gy sy
D f — o

DHCF Cliemt E1/0/11 El1/0/12 DHCPS erver
IF:1.115 DHCFPACE IF: 1118
Mac: &4 MacEB

!ag 5&5? ETVEL

5-1 DHCP Snooping B 1E3E#: dhep server 7 = &

i b, Mac-AA B IEH P EEAE S HLARE (Lo 1 1/0/1 L, Ml DHCP Client
343 IP 1.1.1.5; DHCP Server 1 GateWay 73 Hlli%E 84 DCN AZHHLIKIf5 {Fim 1 1/0/11;
1/0/12 I; &M Mac-BB 4 AR5 4T 11 1/0/10 I, ik [E£4% DHCP Server (ki%
DHCPACK). EAZ#HL I #E DHCP snooping A8 %5 & I BH LI I 48 50k o

Be P4 A

switch#

switch#config

switch(config)#ip dhcp snooping enable

switch(config)#interface ethernet 1/0/11

switch(Config-Ethernet1/0/11)#ip dhcp snooping trust

switch(Config-Ethernet1/0/11)#exit

switch(config)#interface ethernet 1/0/12

switch(Config-Ethernet1/0/12)#ip dhcp snooping trust

switch(Config-Ethernet1/0/12)#exit

switch(config)#interface ethernet 1/0/1-10

switch(Config-Port-Range)#ip dhcp snooping action shutdown

switch(Config-Port-Range)#

5.4 DHCP SnoopingH:4s5#58h

5.4.1 IEFERERE B

A LA debug ip dhep snooping fir 42k i iR A5

5-7



DHCP B AR # 1k %% 5% DHCP Snooping it&

5.4.2 DHCP SnoopingHi4& # B)

2 {E4di ] DHCP Snooping Zh&E H BL I B, (A A 2 75 2 W1 R BRI

o k4 )5 DHCP Snooping JT5¢ & %541 JT;

o 1AL E DHCP Snooping, i DHCP % i A 3kEL 1P I, &/ A& dhep
server/relay [)3 12 15 CUAC B AR AT 35 1
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DHCP JKAHX#RAE % 6 Z DHCP option 60 Fl option 43

%63 DHCP option 60 floption 43

6.1 DHCP option 60 floption 43 444

DHCP %5 #fi# bk H DHCP % /' uiiiff) DHCP 4R 3C, #3074 option 60, MK
Pi1% option 60 [ 25 LA & DHCP ik 45 2% ikt v %} option 60 F1 option 43 {7 K |
IR [F] option 43 25 DHCP %} iifi .

7t DHCP Jliz 25 # iyt A5 e 2 AH MY 1) option 60 £ option 43.
1. Huhikyt R [RGB T option 60 A1 option 43, FFYEIk H DHCP % /i) DHCP 73
HR] L@ AT £ option 60, 5 DHCP 45 #shhbith (1) option 60 b/, 45 DCHC IR [F]iZ
Hl- s P OB R option 43 %5 DHCP % /73, £ AN ULHC U A% 9] optiond3 45 DHCP %/ i
2. bkt YACE T option 43 XEI, MIERIAVTHECAT T A 214 option 60, #UEIIk H
DHCP % /7 5ii [t) DHCP # 3¢ A] LLfi# 41 51 option 60, T #2233 hik-yth -p fic & 1¥) option 43
75 DHCP % )7 ity
3. Mk P AL E T option 60 1L, A 23z [H] option 43 47 DHCP % )™ iij

6.2 DHCP option 60 floption 43 BEBEAESS 51

1. DHCP option 60 #l option 43 3L AThAER &

S il R

Mk B T

7t ip dhep pool £~ LA ascii

option 60 ascii LINE ‘ . o
i % i & option 60 T4 £

7t ip dhep pool £~ LA ascii

option 43 ascii LINE ‘ . o
i % i & option 43 T4

7t ip dhep pool #: R L hex

option 60 hex WORD e e
P # XA E option 60 4T H .

7£ ip dhcp pool #5:X T L hex

option 43 hex WORD . . o st
P ¥ L E option 43 F4FH

7t ip dhcp pool A58 R LA IP 4%

option 60ip A.B.C.D o e . s e
p p 3Ll option 60 “FAT

£ ip dhcp pool £~ LA IP #%

option 43 ip A.B.C.D
P P N E option 43 FHFER .

7 M bk b A8 3T I 5 TS £

no option 60 ]
option 60.

no option 43 7 H 1k b B R R G
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option 43,

6.3 DHCP option 60 Floption 43 2545

Fit AP T s 1 DHCP SERVER

K 6-1 DHCP option 60 1 option 43 Thfit i 74 21 i [

Fit AP il DHCP server 3R IP Hiuhil. option 43 J& I (It & b a5 o2 il 2 1 1P
HuHEAE R, SR o Zedis 35 A ik Rk R I sk . DHCP SERVER i i & VLI fit ap
) option 60 & I5 k% 1] option 43 JEME4: FIT AP. DHCP option 43 #5415 (1) J5 4k 1 ) 2% M ik
4 192.168.10.5 1 192.168.10.6.

DHCP Server [t &

P B A R

# Jic & DHCP server

switch(config)#ip dhcp pool a

switch (dhcp-a-config)#option 60 ascii AP1000

switch (dhcp-a-config)#option 43 hex 0104C0A80A050104C0OA80A06

6.4 DHCP option 60 floption 43 H4E# BY

L E DHCP option 60 FI option 43 DGEH LA I, T A A5 2 an B R A
& JEEIT)H service dhep Difig
e il P AFECE T option 60, SEA5 53R ) option 60 UL
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